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> Querying failure data

Data Collection Agent (DCA)

> Goals

> System architecture
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SQL Server



S/W-Complexity

¢ Even server-side software is BIG:
> Windows2000: over 50 mloc
> DB: 1.5+ mloc
> SAP: 37 mloc (4,200 S/W engineers)

¢ Tester to Developer ratios often above 1:1

> Quality per unit line only incrementally
improving

> Current massive testing investment not solving
problem

¢ New approach needed:
> Assume S/W failure inevitable
> Redundant, self-healing systems right approach

> We first need detailed understanding of what is
causing both downtime
SQL Serve



Availability Study Results

¢ 1985 Tandem study (Gray):

> Administration: 42% downtime
> Software: 25% downtime
> Hardware 18% downtime

¢ 1990 Tandem Study (Gray):
> Administration: 15%
> Software 62%
> Most studies have admin contribution much higher

¢ Observations:
> H/W downtime contribution trending to zero

> Software & admin costs dominate & growing
> We’re still looking at 10 to 15 year-old research
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Watson Goals

¢ Instrument SQL Server:
> Track failures during customer usage
> Report failure & debug data to dev team
> Goal is to fix big ticket issues proactively
¢ Instrumented components:
Setup
Core SQL Server engine
Replication
OLAP Engine
Management tools
Iso in use by:
Office (Watson technology owner)
Windows XP
Internet Explorer
MSN Explorer
Visual Studio 7
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What data do we collect?

¢ For crashes: Minidumps

> Stack, System Info, Modules-loaded, Type of
Exception, Global/Local variables

> 0-150k each

¢ For setup errors:
> Darwin Log
> setup.exe log

¢ 2nd Level if needed by bug-fixing team:
> Regkeys, heap, files, file versions, WQL queries




Watson user experience:

Microsoft Excel

Microzoft Excel haz encountered a problem and needs to E
cloze. We are sony for the inconvenience.

The information you were working on might be lost, Microzoft Excel can by to
recover it for poL.

v Becowver my work, and restart Microsaft Excel

Please tell Microzoft about thiz problem.

We have created an error report that you can send to help uz improve
Microzoft Excel w'e will treat thiz repaort ag confidential and anonpmaous.

To zee what data thiz erar report containg, click here

Send Errar Report

«Server side is registry key driven rather than Ul
*Default i1s “"don't send”
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Crash Reporting Ul

Error Reporting

+ Preparing erar repart

|I i ..- + Connecting to zerver

ﬁ" + [hecking for status of this problemn

Trangferring repart. ..

Error Reporting

+ Preparing erar repart

|I '. + Connecting to server

2z + [hecking for status of this problemn

Error reporting completed

*Server side upload events written to event log rather than, Ul
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iInformation back to users

¢ ‘More information’ hyperlink on Watson’s
Thank You dialog can be set to problem-
specific URL

Error Reporting

Thank. wou for taking the time to report thiz problem. e
apologize for the nconvenience thiz error has caused you,

1)

Further infarmation about thiz error may be found by fallowing
the link. belaw.

b are information




Key Concept: Bucketing

¢ Categorize & group failures by certain ‘bucketing
parameters’:

> Crash: AppName, AppVersion, ModuleName,
ModuleVersion, Offset into module...

> SQL uses stack signatures rather than failing address as
buckets

> Setup Failures: ProdCode, ProdVer, Action, ErrNum, Err0,
Err1, Err2

¢ Why bucketize?
> Ability to limit data gathering
> Per bucket hit counting
> Per bucket server response
> Custom data gathering




The payoff of bucketing

Watson Crashes

Unique Buckets {Bugs)

*Small number of S/W failures dominate customer experienced failures
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son’s Server Farm

User,
Omaha, Hebraska
cpoffsqlb1s
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Vcpoffeqlc1s

watson.microsoft.com

officewatsoni,
officewatson2

joe_or_jane_deviI'microsoft.com




Watson Bug Report Query

2} WATSON - Microsoft Internet Explorer

File Edit View Favorites Tools Help

) - [x] [@ €| O searen

fwatson/Default.aspx

WATSON
7 )

Critical Links
Data Collection Policy
Cverview Presentation
Client Integrator's Aid
FAQ

H  General
Find/Fix Bugs
For Integrators
Future Plans

DWCore (email questions)
DWFriend (join for news)
DWSwat (email)

DWFoe (email)

DwWServer (email)

The Watson Team

~ Favorites w‘Medla 6_“_3

Raw Crash Table: | <chooses Crash 'bucket’ table

Grouped Crash Table [<choose= Table grouped by szSymbaol.

Grouped Crash Chart: ;<chuose> Chart grouped by szSymbaol.

Raid Reports: | <detalled> RAID bugs linked to crash buckets.

~|

Setup Failures: :_<_'§h_clp_5__e_>_ Setup failures.
AssertTag “"3Ih.9553> Assert tags and RAID bugs.

Miscellaneous: | <chooses Other database tables

Office Watsonized Alerts: «chooses Office Watsonized Alerts

Office Ship Asserts: Office Ship Asserts

Build a Query: Construct Query

<choose>
Query for buckets meeting yvour criteria.
Live b

]
i
]
1

Enter a BUCKET:

Enter a BUCKET: | Live | Crash e

Enter a SETUP FAILURE: |Live %

Enter an ASSERTTAG: | OfficeNet v |

Enter ANY of the following to see matching BUCKET(s):
Application Name (szAppMName): rs__g_lfe[_\{_r EXE":

Application Version (szAppver):

Module Name (szModMame):

Module Version (szModver):

Offset into Module (offset):

Function name fragment (szSymbol):

Show Bucket(s) [ use internal data

Administration links

W [ ocal intranet




Watson Tracking Data

D.W. Bucket Table - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

- - —
GBack - &) »® p: _'\] . ! Search  * i Favorites '@Media 6’2:{

ress j http:/fwatson fgenlist.aspx?Table =bucketall&Database =58W =(szAppMame="sqglservr .exe")

szAppName

sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe
=qlservr.exe
sqlservr.exe
sqlservr.exe
sglservr.exe

n

zAppWer szModMName szModver t cHits
sqlservr.exe 2000.90.354 BYEG5D3F 3

354 revpsp.dll 5.2.3621.0 730F034A8 |1 REWFSP.DLLIGetHandleAndDelete AcceptEx

353 sqlservr.exs 2000.90.353.0 EE77ABBO SQLSERVR.EXE!HoBtSchemaFactory: i PersistvisibleMetadata

353 sqlservr.exe 2000.90.353.0 EE771B85 10 SQLSERVR.EXE!HoBtSchemaFactory: :PersistvisibleMetadata

353 ntdll.dll 5.0.2195.2779 4ACAD4D4 MTOLL.DLLINtGetContextThread

353 ntdll.dll 5.0.2195.2779 DSBEDS3S NTDLL.DLL!NtGetContextThread

353 sqlservr.exs 2000.90.353.0 4D4BEGBE SQLSERVR.EXE!CBuUlkText::ReadTextCol

353 ntdll.dll 5.0.2195.4929 DD5D4AC3 NTDLL.CLL!0x0000843f

353 sqlservr.exe 2000.90.353.0 FO1E7298 SQLSERVR.EXE!/CTraceController: :Shutdown

353 sqlservr.exe 2000.90.353 33BDFCE4

353 sqlservr.exe 2000.90.353.0 FO10BCC2

353 sqlservr.exe 2000.90.353.0 4D4B0962

353 sqlservr.exe 2000.90.353 Ad4236CHE

353 ntdll.dll 5.0.2195.4929 19954A28

353 ntdll.dll 5.0.2195.2779 CEA4F9F4
ntdll.dll 5.0.2195.2779 13731156
ntdll.dll 5.0.2195.4529 259E126A
ntdll.dll 5.0.2195.2779 | C462B035
rsvpsp.dll 5.2.3621.0 730B03A8
sqlservr.exe 2000.90.353.0 Al17D5C13
sqlservr.exe 2000.90.353.0 FO1EOSFF
sqlservr.exs 2000.90.353.0 AS8907FC3
sqlservr.exe 2000.90.353.0 BF22DEA7
sqlservr.exe 2000.90.353.0 1A4C0358
sqlservr.exe 2000.90.353.0 4D4523E4
sqlservr.exs 2000.90.353.0 1250DEEES
ntdll.dll 5.0.2195.2779 |139D59BD
ntdll.dll 5.0.2195.2779 1C2732F1
ntdll.dll 5.0.2195.2779 BF5SBF282
sqlservr.exs 2000.90.352.0 9BF3E9F1
sqlservr.exe 2000.90.352.0 6890D707
sqlservr.exe 2000.90.352.0 711FB752
revpsp.dll 5.2.3621.0 730B03AS
sqlservr.exs 2000.90.352.0 B6FBDBDG
ssnetlib.dll 2000.90.352.0 FC58ACS51
ntdll.dll 5.0.2195.2779 3D8260FF
sqlservr.exe 2000.90.352.0 ©6230E838
sqlservr.exs 2000.90.352.0 FDBOFS6E
sqlservr.exe 2000.90.352.0 7A372A81
sqlservr.exe 2000.90.352.0 6C308945
ntdll.dll 5.0.2195.2779 FG60E3ZCD1
revpsp.dll 5.2.3621.0 2525B635
rsvpsp.dll 5.2.3621.0 ESDSEOS1
rsvpsp.dll 5.1.3604.0 73090348
sqlservr.exe 2000.90.352.0 33908AD3

=

SQLSERVR.EXE!CTraceController: :Shutdown
SQLSERVR.EXE!CBulkText::ReadTextCol

NTDLL.DLL!Ox0000843f

NTDLL.DLLINtGetContextThread
MTOLL.DLLINtGetContextThread

NTDLL.DLL!Ox00003843f

NTDLL.DLLINtGetContextThread
RSWPSP.DLL!GetHandleandDeleteAcceptEx
SQLSERVR.EXE!IOx0006aade
SQLSERVR.EXE!CTraceController: :Shutdown
SQLSERVR.EXE!ICQueryResourceGrantManager: :ReturnGrant
SQLSERVR.EXE!CMEDAcCcess: :GetDatabaseFromId
SQLSERVR.EXE!HoBtSchemaFactory: :PersistWisibleMetadata
SQLSERVR.EXE!CBulkText: :ReadTextCol
SQLSERVR.EXE!CBuUlkText::ReadTextCol
NTDLL.DLLINtGetContextThread
MTOLL.DLLINtGetContextThread
NTDLL.DLL!NtGetContextThread
SQLSERVRA.EXE!CShbXmitState: i CachexmitQueueMetadata
SQLSERVR.EXE!CCursorworktable: : GetTEMPDBEXdes
SQLSERVR.EXE!HoBtSchemaFactory: : GetHoBtSchemakfccess
REWFSP.DLLIGetHandleAndDelete AcceptEx
SQLSERVRA.EXE!CShbXmitState: i CachexmitQueueMetadata
SSNETLIB.CLL!AcceptFunc
MTOLL.DLLINtGetContextThread
SQLSERVR.EXE!IOx010990ea

SQLSERVR.EXE!IOx010990ea

SQLSERVR.EXE!Ox012b1483

SQLSERVR.EXE!IOx012b1483
NTDLL.DLL!NtGetContextThread
REWPFSP.DLL'HashAcceptEx

RSWPSP.DLL!HashAcceptEx

RSWPSP.DLLI0Ox0001034b

SQLSERVR.EXE!Ox0006aade
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Watson Drill Down

Bucket 39673 - Microsoft Internet Explorer
File Edit  View Fawvorites Tools Help

- B — A ) )
GBack = > » ,.-,: "l | - ! Search g Ly Favorites @Medla 6:

55 ﬂj http:ffwatson/ViewBucket.aspx?Database =5&iBucket=39673

Watson (Internal) Bucket "39673°

Callstack Tree Raid Bugs Survey Responses Hits By Day DataWanted Table Cab Table
DW.NET Bucket Table
iBucket szAppMName szAppVer szModMame szModver offset cHits
39673 sqlservr.exe 9.0.353 sqlservr.exe 2000.90.353 EE77ABED i0
FrameLevel

Filename vearsion szSymbol
=qlservr.exe 2000.90.353.0 SQLSERWR.EXE!HoBtSchemaFactory: :Persist\VisibleMetadata o
szStageOne: \StageOne‘\sglservr_exe\9_0_353\sglservr_exe\2000_920_353\EE77ABBO.htm

Callstack Tree
Outline level: 0 All

=E1(0) SQLSERVR.EXE ! HoBtSchemaFactory::PersistVisibleMetadata + Oxlef (10 cabs)
L{1) SQOLSERVR.EXE ! HoBtSchemaFactory::CreateHoBtSchema + 0x2eb
L{2) SQLSERVR.EXE ! SECreateRowset + 0x745
|—(3) SQLSERVR.EXE ! CIndexDDL::CreateRowsets + 0xS87c
L{4) SQLSERVR.EXE ! CIndexDDL::ConstructIndices + 0x372
L{s) SQLSERVR.EXE ! CIndexDDL::Create + 0x135
L{6) SQOLSERVR.EXE ! CIndexDef::CreateIndex + 0xflc
L{7) SQLSERVR.EXE ! CStmitCreateIndex::XretExecute + 0x9fd
|—(3) SQLSERVR.EXE ! CExecuteStatement::XretExecute + 0x17
|—(9) SQLSERVR.EXE ! CMsqlExecContext::ExecuteStmits + 0x5eb
I—(l.l:l) SQLSERVR.EXE ! CMsqlExecContext::FExecute + 0x538
|—(l.1) SQLSERVR.EXE ! CSQLSource::Execute + Ox521
L{12) SQLSERVR.EXE ! CLanguageExecEnv::EcrExecuteCommandSpecific + 0x10e
L{13) SQLSERVR.EXE ! CBatchExecEnv::EbelExecuteCommand + 0x12f
L{14) SQLSERVR.EXE ! CBatchExecEnv::EcrProcessCommand + 0x7df
|—(15) SQLSERVR.EXE ! process_request + 0x5f
L{16) SQLSERVR.EXE ! process_request_helper + 0x15c
|—(17) SQLSERVR.EXE ! process_commands + Ox114
I—(1.3) SQLSERVR.EXE ! SOS_Task::Param::Execute + 0x75
L{19) SQLSERVR.EXE ! S0S_Scheduler::RunTask + 0x12d
L{20) SQLSERVR.EXE ! S0S_Scheduler::ProcessTasks + 0x120

Link to Bug: Database; Officelld * |szSymbol:| <5ame bug for every szSymbol= L

Cab Table

Filename DateCreated Size C
6_5_2002%04325021.cab 6/5/2002 9:41 31485 Windows XP RTM (build 2600) c0000005 (access violation)
6_5_2002484727643.cab 5/5/2002 9:41 32791 Windows XP RTM (build 2600) c0000005 (access viclation)
6_5_2002%45831499.cab 6/5/2002 9:41 32471 Windows XP RTM (build 2600) c0000005 (access violation)
6_5_2002%84098768.cab 6/5/2002 9:41 32995 Windows XP RTM (build 2600) cO000005 (access wiclation)

% Local intranet
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Data Collection Agent

O Premise: can’t fix what is not understood

> Even engineers with significant time with customers typically
know less than 10 really well

¢ Goal: Instrument systems intended to run 24x7
Obtain actual customer uptime
Learn causes of system downtime — drive product improvement
Model after EMC & AS/400 “call home” support
Influenced by Brendan Murphy work on VAX availability
Track release-to-release improvements
Reduce product admin and service costs
> Improve customer experience with product
> Debug data available on failed systems for service team
¢ Longer term Goal:
> Two way communications
> Dynamically change metrics being measured
> Update software
> Proactively respond to failure with system intervention
> Services offering with guaranteed uptime

VN7 B 74 7R 7, 7
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DCA Operation

¢ Operation:
> System state at startup
> Snapshot select metrics each minute
> Upload last shapshot every 5 min
> On failure, upload last 10 snapshots & error data

¢ Over 100 servers currently under management:
> Msft central IT group (ITG)
> Goal: to make optional part of next release

¢ Four tier system:
> Client: running on each system under measurement
> Mid-tier Server: One per enterprise
> Transport: Watson infrastructure back to msft
> Server: Data stored into SQL Server for analysis

o g1
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DCA Architecture
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Microsoft

| DCA
E Database ¢

Watson
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Customer Enterprise




Startup: O/S and SQL Configuration

L R 4

L 2R 2K 2R 2K 2% 2R 2R 28 28 2% 2R 2R 2K R 2

Operating system version and service level
Database version and service level

>  Syscurconfigs table
SQL server log files and error dump files

SQL Server trace flags

OEM system ID

Number of processors

Processor Type

Active processor mask

% memory in use

Total physical memory

Free physical memory

Total page file size

Free page file size

Total virtual memory

Free virtual memory

Disk info — Total & available space
WINNT cluster name if shared disk cluster




Snapshot: SQL-specific

NG O & 6 6 6 69090 0

SQL Server trace flags

Sysperfinfo table

Sysprocesses table

Syslocks table

SQL Server response time

SQL server specific counters

\SQLServer:Cache Manager(Adhoc Sql Plans)\\Cache Hit Ratio

gS?Lf.oerver:Cache Manager(Misc. Normalized Trees)\\Cache Hit
atio

\SQLServer:Cache Manager(Prepared Sqgl Plans)\\Cache Hit Ratio
\SQLServer:Cache Manager(Procedure Plans)\\Cache Hit Ratio

\SQLServer:Cache Manager(Replication Procedure Plans)\\Cache
Hit Ratio

\SQLServer:Cache Manager(Trigger Plans)\\Cache Hit Ratio
WSQLServer:General Statistics\\User Connections

SQLS



Shapshot: O/S-specific

NERG LS @ ¢ ¢ 6 ¢ 6 6 0 90 900

Application and system event logs

Select OS counters

\\Memory\\Available Bytes
\\PhysicalDisk(_Total)\\% Disk Time
\\PhysicalDisk(_Total)\\Avg. Disk sec/Read
\\PhysicalDisk(_Total)\\Avg. Disk sec/Write
\\PhysicalDisk(_Total)\\Current Disk Queue length
\\PhysicalDisk(_Total)\\Disk Reads/sec
\\PhysicalDisk(_Total)\\Disk Writes/sec
\\Processor(_Total)\\% Processor Time
\\Processor(_Total)\\Processor Queue length
\\Server\\Server Sessions

\\System\\File Read Operations/sec
\\System\\File Write Operations/sec
\\System\\Procesor Queue Length




DCA Results

¢ 34% Unclean shutdown:
/ v 5% windows upgrades
5% SQL stopped
unexpectedly (SCM 7031)
°6'§3 1% SQL perf degradation
8% startup problems

¢ 66% Clean shutdown:
> 16% SQL Server upgrades
> 3% Windows upgrades

> 10% single user (admin operations)
> 30% reboots during shutdowns

*Events non-additive (some shutdowns accompanied by multiple events) 5{: S 1
*Results from beta & non-beta (lower s/w stability but production admin practices) L J




Interpreting the results

L 4

2

¢

66% administrative action:

> Higher than Gray 85 (42%) or 90 (15%)

> Increase expected but these data include beta S/IW
5% O/S upgrades in unclean shutdown category

> Note: 5% SQL not stopped properly

> SCM doesn’t shutdown SQL properly

> OIS admin doesn’t know to bring SQL Down properly
Perf degradation & deadlocks often yeild DB restart

DB S/W failure not substantial cause of downtime in this
sample

S/W upgrades contribute many scheduled outages
Single user mode contribution significantly

System reboots a leading cause of outages
> OIS or DB S/W upgrade
> Application, database, or system not behaving properly

I YV
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Drill Down: Data from single Server

¢ Experiment in how much can be learned from a
detailed look

> Single randomly selected server

Attempt to understand each O/S and SQL restart

¢ SQL closes connections on some failures, attempt
to understand each of these as well as failures

¢ Overall findings:

> All 1589 symptom dumps generated by server mapped to
known bugs

> This particular server has a vendor supplied backup
program that is not functioning correct and the admin
team doesn’t appear to know it yet

> Large numbers of failures often followed by a restart:
> events per unit time look like good predictor

> Two way support tailoring data collected would help

> Adaptive intelligence needed at the data collector

E"Ql Se! Ve
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Detailed Drill Down Timeline

Data warrants predictability = User initiated sequence

3/4 MSI Installs between 4/1 12:48 Significant Login Failures,
11:50 and 14:52. Likely Possible Network problems 5/9 MS! Install at 12:53 fd
11:02 was admin prep. : . and consistant message:
31125'1?-3'0 - ?QLDI?Q qollected, SQLLiteSpeed appear.
admin trying to resolve issues SQLLiteSpeed
2/15 17:04 Significant Login Failures associated with exceptions. 2B LEmbeCtiaRked
Possible Network problems

3/24, 3/25 and 4/14 - Unable to load IMGHELP at Applied on 4/26 14:38
time of exceptions. Out of virtual address space 8.00.534 SQL|2000 SP2

1/23 - 10:05 NET 1Q 2/15 11:29 MSI Install for WebFldrs - ¢ > 5/28 8:17 Last backup failure. Out of
—>

nstall 11:11 SQL stop flikely due to admin prep. virtual address space.
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