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Objective/ Abstract Implementation

MOTivaTion Enhanced software tools are o
biective: necessary to eygluafe The. r'elu.ablh‘ry Application
Objec B ahd recoverability of applications
Develop a fault injection undér operating environment ﬂ I
tool that can be runon a - r —
production system : | libfig.so |
Motivation: FIG is a lightweight, extensible u ﬁ
* Faultiinjection ona software testing package that : _
production system may intercepts calls from applications to glibc, other libs
expose latent faults the operating system'and injects I
Developers can benefit errors to simulate system faults.
from advanced fault
injection
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senmeloay Applications and Failure Types
Sample control file: EXT@”S' b| I |'|'y malloc() read() write()
MALLOC_INDEX - API stubs are auto-generdted Eniacs;=no_ X crash warning warning
interval 82 to infinity - Very easy to'add new APIs
return. 0.errno ENOMEM - Control file specifies fault Emacs, w/X crash crash crash
probability 0.03 injection behavior halts on )
Apache preallocation retries no service
OPEN_INDEX C I H GNU File .
// device out of space. Onc US|onS Utils retry retry warning
interval 100 to infinity * Server apps are more MySQL restart Xact abort  Xact abort
return -1 errno ENOSPC robust than client apps Server

probability 0.001

// kernel out of memory. : Simple tricks help: SR et et -

interval 100 to 120 return + - preq”ocqﬁon of Bir;kiiszDB warning warning ::;1;‘;23

1 ENOMEM babilit

0 Trrno propERE resources Eeriglcy DB Xact abort  Xact abort  Xact abort
' . - retries R

// too many files open. LPD h it it

callnumber 108 return -1 - gr‘aceful degr‘adahon cras exi exi

errno EMFILE probability 1. zlib file

compression

- process p00|5 crash warning warning




