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Abstract

Even after decadesof softwae engineeringreseach, comple
computersystemsstill fail, primarily due to nondeterministic
bugs that are typically resolvedby rebooting Concedingthat
Heisenligs will remaina fact of life, we proposea systematic
investigationof restartsas “high availability medicin€ In this
paperwe showhowrecusiverestartability(RR)—the ability of
a systemto gracefullytolerate restartsat multiple levels— im-
provesfault tolerance reducegime-to-epair, and enablessys-
temdesignes to build flexible, highly available softwae infras-
tructures. Using several examplesof widely deployedsoftwae
systemsye identify propertiesthat are required of RR systems
andoutlineanagendafor turningtherecusiverestartabilityphi-
losophyinto a practical softwake structuringtool. Finally, wede-
scribeinfrastructual supportfor RR systemsalong with initial
ideason howto analyzeandbendmarksud systems.

1 Intr oduction

Despitedecade®f researchand practicein software engineer
ing, latent and pseudo-nondeterministiougs in complex soft-
waresystemgersist;ascompleity increasesthey multiply fur-
ther, makingit difficult to achieve high availability. It is common
for suchbugsto causea systemto crash,deadlock,spinin an
infinite loop, livelock, or to develop suchseverestatecorruption
(memoryleaks,danglingpointers,damagecheap)that the only
high-confidencevay of continuingis to restartthe procesor re-
bootthe system.

The rebooting“technique” hasbeenaroundaslong as com-
putersthemseles, and remainsa fact of life for substantially
all nontrivial systemstoday Rebootingcanbe appliedat vari-
ouslevels: Deadlockresolutionin commercialdatabaseystems
is typically implementedby killing andrestartinga deadlocled
threadin hopesof avoiding arepeatdeadloci{15]. Major Inter-

1. Restarting works around Heisenhugs. Most software
bugsin productionquality software are Heisenligs[27, 8,
17, 2]. They aredifficult to reproduce,or dependon the
timing of external events,and often thereis no otherway
to work aroundthembut by rebooting. Evenif the source
of suchbugs can be tracked down, it may be more cost-
effective to simply live with them, aslong asthey occur
sufficiently infrequentlyandrebootingallows the systemto
work within acceptablegarameters.The time to find and
deploy a permanenfix cansometimede intolerablylong.
For example,the Patriot missile defensesystem,useddur-
ing the Gulf War, hadabugin its controlsoftwarethatcould
be circumventedonly by rebootingevery 8 hours.Delaysin
sendingafix or therebootworkaroundto thefield led to 28
deadand98 woundedAmericansoldiers[34].

. Restarting canreclaim staleresourcesand cleanup cor-
rupt state. This returnsthe systemto a known, well-tested
state,albeitwith possiblelossof dataintegrity. Corruptor
stale state,suchas a mangledheap, canlead to someof
the nastiestbugs, causingextensive periodsof downtime.
Evenif a buggy processcannotbe trustedto cleanup its
own resourcesentitieswith hierarchicallyhigher supervi-
sory roles (e.g.,the operatingsystem)can cleanly reclaim
ary resourcesisedby the processaandrestartit.

Rebootingis not usuallyconsidereda gracefulway to keepa
systenrunning— mostsystemsarenotdesignedo tolerateunan-
nouncedestartshenceexperiencingextensve andcostly down-
time whenrebootedaswell aspotentialdataloss.Casein point:
UNIX systemghatareabruptlyhaltedwithout calling sync()

The Gartner Group [31] estimatesthat 40% of unplanned
downtimein busines®rvironmentds dueto applicationfailures;
20%is dueto hardwarefaults,of which 80%aretransien{8, 25|,
henceresohablethroughreboot. Startingfrom this obsenation,
we arguethatin an appropriately designedsystem,we canim-

net portalsroutinely kill and restarttheir web sener processes prove overall systemavailability througha combinationof re-

after waiting for themto quiesce,in orderto dealwith known
memoryleaksthatbuild up quickly underheary load. A major
searchengineperiodically performsrolling rebootsof all nodes
in their searchenginecluster[3]. Although rebootingis often
only a crude“sledgehammerfor maintainingsystemavailabil-
ity, its useis motivatedby two commonproperties:

actively restartingfailed componentgrevival) and prophylacti-
cally restartingunctioningcomponentgrejuvenation}o prevent
statedegradationthat may leadto unscheduledlowntime. Cor-
respondingly we presentinitial thoughtson how to designfor
recursve restartabilityandoutlinearesearclagenddor system-
atic investigationof this area.



The paperis organizedasfollows: In section2, we explain
how the propertyof beingrecursvely restartablecanimprove a
system$overallavailability. In section3, we presenexamplesof
existing restartableandnon-restartablsystems.Section4 iden-
tifies somerequiredpropertiedor recursvely restartablesystems
andproposesninitial designframework. Finally, in section5,
we outlinearesearctagenddor corvertingour obsenationsinto
structureddesignrulesandsoftwaretools for building andeval-
uatingrecursvely restartablesystems.Many of the basicideas
we leveragehave appearedn the literature, but have not been
systematicallyexploited as a collection of guidelines;we will
highlight relatedwork in the context of eachidea.

2 Recursive Restartability Can Impr ove
Availability

“Recursive restartability”(RR) is the ability of a systemto toler-
aterestartsat multiple levels. An examplewould be a software
infrastructurehat cangracefullytoleratefull rebootssubsystem
restarts,and componentestarts. An alternatedefinitionis pro-
videdby thefollowing recursve constructionthesimplestbase-
caseRR systemis a restartablesoftware component;a general
RR systemis acompositionof RR systemghatobeys the guide-
lines of section4. In the presentsectionwe describeproperties
of recursvely restartablesystemghatleadto high availability.

RR improvesfault tolerance. The unannouncedestartof a
softwarecomponents seerby all othercomponentsisatempo-
raryfailure;systemghataredesignedo toleratesuchrestartsare
inherentlytolerantto all transientnon-Byzantindfailures. Since
most manifestsoftware bugs and hardware problemsare short
lived[25, 27, 8], a strateyy of failure-triggeredreactve compo-
nentrestartswill maskmostfaultsfrom the outsideworld, thus
makingthe systemasa whole morefaulttolerant.

RR can make restartscheap The fine granularityof recur
siverestartabilityallowsfor aboundedortionof thesystento be
restarteduponfailure, hencereducingtheimpacton othercom-
ponents. This way, the systems global time-to-repairis mini-
mized(e.g.,full rebootsarereplacedwith partialrestarts)which
increaseswvailability. Similarly, RR allows for componentsand
subsystemso be independentlyrejuvenatedon a rolling basis;
suchincrementalrejuvenation,unlike full applicationreboots,
malkessoftwarerejuvenation[21] affordablefor a wide rangeof
24 x 7 systems.

RR providesa confidencecontinuum for restarts. Thecom-
ponentsof a recursvely restartablesystemare tied togetherin
an abstract‘restartability tree; in which (a) siblings are well
isolatedfrom eachotherby the useof simple, high-confidence
machinery and (b) a parentcan unilaterally start, stop, or re-
claim the resourcef ary of its children, usingthe samekind
of machinery For example,in a clusterbasednetwork service,
the root of the treewould be an administratoreachchild of the
rootwould beanodes OS,eachgrandchilda procesnanode,

and eachgreat-grandchilca kernel-level processthread. This
tree captureghetradeof that, the closerto theroot a restartoc-
curs, the more expensve the ensuingdowntime, but the higher
the confidencethat transientfailureswill be resohed. In the
above example,processesare fault-isolatedfrom eachotherby
the hardware-supportedirtual memorysystemwhich is gener
ally a high-confidencdield-testednechanism.The samemech-
anismalsoallows parentsto reclaim procesgesourcegleanly
Nodesarefault-isolatedhy virtue of theirindependenhardware.
Whena bug manifestswe canusea cost-of-davntime/benefit-
of-certainty tradeof to decidewhetherto restartthreads,pro-
cessesnodespor theentirecluster

RR enablesflexible availability tradeoffs. The proposede-
juvenation/rgival regimen can corveniently be tailored to best
suit the applicationandadministratorsit canbe simple (reboot
periodically)or sophisticateddifferentiatecrestarttreatmentor
eachsubsystem/component)dentical systemscan have differ-
ent revival and rejuvenationpolicies, dependingon the appli-
cation’s requirementsand the ervironmentthey arein. Sched-
uled non-uniformrejuvenationcan transformunplanneddown-
time into planned,shorterdowntime, and it gives the ability
to more often rejuvenatethose componentghat are critical or
more proneto failure. For example,a recenthistory of revival
restartsandload characteristiceanbe usedto automaticallyde-
cide how often eachcomponentequiresrejuvenation. Simpleg
coarse-grainegolutionshave alreadybeenproposedby Huang
etal. [21] andareusedby IBM’ s xSeriesseners[22].

3 Existing Systems

Very few systemstoday can be classifiedas being recursvely
restartable Many systemsdo not toleraterestartsat all, andwe
provide someexamplesin this section. Others,thoughnot nec-
essarilydesignedoy following an existing setof RR principles,
fortuitously exhibit RR-friendly properties.Our long term goall
is to derive a canonof designrules,including tradeofs andpro-
grammingmodel semanticsso that future efforts will be more
systemati@anddeliberate.

3.1 Poorly Restartable Systems

In software systemaot designedor restartability the transient
failure of one or more component®ften endsup beingtreated
as a permanentfailure. Dependingon the system$ design,
the resultscan be anywherefrom incorvenientto catastrophic.
NFS [30] exhibits a flavor of this problemin its implementa-
tion of locking: a crashin the lock subsystentanresultin an

inconsistentiock statebetweena client and the sener, which

sometimegequiresmanualintervention by an administratorto

repait Theresultis that mary applicationsrequiringfile locks

testwhetherthey arerunningon top of NFS and, if so, perform

their own locking using the local filesystem,therebydefeating
the NFSlock daemons purpose.



As amoreseriousexample,in July 1998,the USS Yorktown
battleshiplost control of its propulsionsystemdue to a string
of eventsstartedby a dataoverflow. Had the overall system
beenrecursvely restartableits componentgould have beenin-
dependentlyestoredavoiding theneedto have theentiremissile
cruisertowedbackto port[10].

Many UNIX applicationsusethe /tmp directoryfor tempo-
rary files. Should/tmp becomeunavailable(e.g.,dueto adisk
upgrade)programswill typically hangin the I/O systemcalls.
Consequentlythesemonolithic, tightly coupledapplicationsbe-
comecrippledandcannotberestartedvithoutlosingall thework
in progress.

Tightly coupledoperatingsystemsbelongin this cateyory as
well. For example Windows NT depend®nthe presencef cer
tain systemlibraries (DLLs); accidentallydeletingone of them
cancausethe entire systemto hang,requiringa full rebootand
thelossof all applications’'work in progress.In theideal case,
an administratorwould be able to replacethe DLL and restart
the dependentomponentallowing the systemto continuerun-
ning. If the failed componentvas, say the userinterfaceon a
machinerunning a web sener, RR would allow availability of
the web serviceto be unafected. The ability to treatoperating
systemservicesaasseparateomponentganavoid thesefailures,
asevidencedby true microkerneld[1, 24).

3.2 Restartability Winners

The classicreplicatedInternet sener configurationhasn in-
stanceof a sener for a populationof u userswith eachsener
being able to handlein excessof u/n users. In suchsystems,
noderebootsresult simply in a transient1/n throughputloss.
Moreover, read-onlydatabasegan be striped acrossthesein-
stancessuchthat eachnodecontributesa fixed fraction of DQ
(data/queryx queries/unitime) [4]. Independenhodereboots
or transientnodefailuresresultsolely in decreasedlata/query
while keepingoverall queries/unitime constant.Sucha design
malkes‘rolling rejuvenation”very affordable[3].

At major Internetportals,it is not uncommorfor newly hired
engineerso write productioncodefor thesystemafterlittle more
thanoneweekon thejob. Simplicity is stressedbove all else,
and codeis often written underthe explicit assumptiorthat it
will necessarilybe killed andrestartedrequently This affords
programmersuchluxuriesasnever calling free()  in theirC
code therebyavoiding anentireclassof perniciousbugs.

Finally, NASA's Mars Pathfinder illustrates the value of
coarse-grainedeactve restarts. Shortly after landing on Mars,
the spacecraftdentifiedthat one of its processesailedto com-
pleteexecutionontime, sothecontrolsoftwaredecidedo restart
all thehardwareandsoftware[28]. Despitethefactthatthe soft-
warewasimperfect— it waslaterfoundthatthe hanghadbeen
causedy a hard-to-reproducpriority-inversiondeadlock— the
watchdogimersandrestartableontrolsystemsaredthemission
andhelpedit exceedits intendedifetime by afactorof three.

4 The Restart Scalpel: Toward Structured
Recursive Restartability

In proposingRR, we are inspired by the effect of introducing
ACID (atomic, consistent,isolated, durable)transactiong16]
asa building block mary yearsago. Not only did transactions
greatlysimplify thedesignof datamanagemergystemsbut they
alsoprovidedacleanframeavork within whichto reasoraboutthe
errorbehaior of suchsystemsOurgoalis for recursve restarta-
bility to offer the sameclassof benefitsfor systemavhereACID
semantic@renotrequiredor areexpensveto engineergiventhe
systems availability or performancegoals. In particular we ad-
dresssystemsn which wealerthan-ACID requirementganbe
exploited for tradeofs thatimprove availability or simplicity of
construction.

In this sectiorwe make someobsenationsabouttheproperties
of RR-friendly systemsandproposeguidelinesfor how RR sub-
systemscanbe assemblednto morecomplex RR systems.The
overarchingthemeis that of designingapplicationsas loosely
coupleddistributed systemseven if they are not distributedin
nature.

AcceptingNo for an answer. Softwarecomponentshouldbe
designedsuchthatthey candery servicefor any requesbr call.
Then,if anunderlyingcomponentansayNo, applicationanust
be designedo take No for anansweranddecidehow to proceed:
give up, wait andretry, reducefidelity, etc. Suchcomponentgan
thengracefullytoleratethetemporaryunavailability of theirpeer
asevidencedn theclusterbasedlistributedhashtabledescribed
by Gribbleetal. [19]. Dealingwith No answersn thecallers,as
opposedo trying to copewith themin thesener, closelyfollows
theend-to-encargument29]. Moreover, Lampsonobsenesthat
sucherrorhandlingis absolutelynecessaryor areliablesystem
aryway[23].

Subsystemshouldmale their interfaceguaranteesuffi-
ciently weak,sothey canoccasionallyrestartwith no ad-
vancewarning,yet not causeheir callersto hang/crash.

Using reconstructablesoft state with announce/listenpro-
tocols Softstateandannounce/listehave beenextensiely used
atthe network level [37, 9] aswell asthe applicationlevel [12].
Announce/listeimalesthe default assumptiorthata component
is unavailable unlessit saysotherwise; soft statecan provide
informationthatwill carry a systemthrougha transientfailure
of the authoritatve datasourcefor that state. The useof an-
nounce/listerwith soft stateallows restartsand“cold starts”to
betreatedasoneandthe sameusingthe samecodepath. More-
over, complex recovery codeis nolongerrequired thusreducing
the potentialfor latentbugsandspeedingup recovery.

Unfortunately sometimessoft state systemscannot react
quickly enoughto deliver servicewithin their specifiedtime
frame. Use of soft stateimplies toleranceof somestateincon-
sisteny, andsometimeghe statemay never stabilize.For exam-



ple,in asoft-statdoadbalanceifor a prototypescalablenetwork
sener [14], the instability manifestedas alternatingsaturation
andidlenessf workers. Thiswasdueto loadbalancinglecisions
basedon worker load datathatwastoo old. Mitzenmache([26]
derivesa quantitatve analyticalmodelto capturethe costsand
benefitsof usingsuchstaleinformation,andhis model’s predic-
tions coincidewith behaior obsenedin practice. This type of
problemcanbeaddressetly increasingefreshfrequeng, albeit
with additionalbandwidthandprocessingverhead.

State sharedamong subsystemshould be mostly soft.
The extent of soft statedependon (a) the applications
convergenceand response-laterycrequirementsand (b)
the refreshfrequeny supportedby the inte-component
communicatiorsubstratgwhich is a functionnot only of
“raw” bandwidthandlateng but alsoof “goodput”).

Automatically trading precisionor consistencyfor avail-
ability. Online aggreyation [20], hanest/yieldtradeofs [13],
anddistributeddatabasesuchasBayou[33] areexamplesof dy-
namicor adaptve tradingof someproperty usuallyeitherconsis-
teng or precision for availability. Recently TACT [36] shaved
how suchtradeofs could be broughtto bearon systemsem-
ploying replicationfor high availability, by using a framework
in which consisteng degradationis measuredn application-
specificunits. The ability to make suchtradeofs dynamically
andautomaticallyduringtransienfailuresmakesa systemmuch
moreamenabléo RR.

Inte-component‘glue” protocolsshould allow compo-
nents to make dynamic decisionson trading consis-
tengy/precisionfor availability, basednbothapplication-
specific consisteng/precision measures,and a consis-
tengy/precisionutility function (e.g.,"“a perfectly consis-
tentansweris twice asgood asone missingthe last two
updates, or “a 100%preciseanswelis twice asgoodasa
90% preciseanswer”).

Structuring applications around fine grain workloads. A
primary example of fine grain workload requirementscomes
from HTTP: the Web’s architecturehas challengedapplication
architectsto designmechanismdor statemaintenancendses-
sionidentification,somemoreelegantthanothers. Theresultis
thatthe Web asa whole exhibits the desirablepropertythatin-
dividual sener processesanbe quiescedapidly, sinceHTTP
connectionsaretypically short-lved, and senersare extremely
loosely boundto their clients, given that the protocol itself is
stateless.This makesthemhighly restartableandleadsdirectly
to the simplereplicationandfailover techniquesoundin large
clusterbasednternetservices.

“Glue” protocolsshould enforcefine grain interactiong
betweersubsytemsThey shouldprovide hooksfor com-
puting the costof a subsystens restartbasedon the ex-

pecteddurationof its currenttaskandits children’stasks,

Using orthogonal composition axes Independensubsys-
temsthat do not requirean understandingf eachother's func-
tionality are said to be mutually orthogonal. Compositions
of orthogonalsubsystemsxhibit high toleranceto component
restarts,allowing the systemas a whole to continuefunction-
ing (perhapswith reducedutility) in spiteof temporaryfailures.
Thereis a strong connectionbetweengood modular structure
andthe ability to exploit orthogonalmechanismssystemsthat
exploit themwell seemto go even further: their control flows
arecompletelydecoupledinfluencingeachotheronly indirectly
throughexplicit messagpassing Examplef orthogonamech-
anismsinclude deadlockresolutionin databasefl5], software-
basedfault isolation[35], aswell as heartbeat@nd watchdogs
usedby procespeershatmonitoreachothers’livenesg14, 7].

Split functionality along orthogonalaxes. Each corre-
spondingsubsystenshouldbe centeredaroundan inde-
pendentocusof control, andinteractwith othersubsys
temsvia eventspostedusinganasynchronoumechanism.

5 Reseach Agendaand Evaluation

After refining the above designguidelines,evaluationof a RR
researchagendawill consistof answeringat leastthree major

catgyoriesof questions:
e What classesof applicationsare amenableto RR? What

model would capturethe behaior of theseapplicationsand
allow themto be comparedirectly?

¢ How dowe quantifytheimprovementsn availability andthe
possiblelossesn performanceconsisteng or otherfunction-
ality thatmayresultfrom the applicationof RR?

e Whatsoftwareinfrastructureandtools arenecessaryo exe-
cutethe proposecdhutomaticrevival/rejuvenationpolicy?

5.1 Building RR Systems

Someexisting applications,most notably Internetservices,are
alreadyincorporatinga subsebf thesetechniquegusuallyin an
ad hoc fashion)and are primary candidatedor systematidRR.
Similarly, mary geographicallydispersedsystemscanbenefitif

they toleratewealenedconsistenyg, dueto the potentiallack of

reliability in theircommunicatiormedium.We suspecthe spec-
trum of applicationghatareamenabldéo RR is muchwider, but
still needgo beexplored.

Loosely coupledarchitecturesften exhibit emegentproper
ties that can lead to instability (e.g., noticedin Internetrout-



ing [11]) andinvestigatingthemis importantfor RR. Thereis
alsoa naturaltensionbetweerthe costof restructuringa system
for RR andthe cost(in downtime) of restartingit. Fine mod-
ule granularityimprovesthe systems ability to toleratepartial
restarts,but requiresthe implementationof a larger numberof
internal,asynchronoumterfaces.Theparadignshift requiredof
systemdeveloperscouldmake RR too expensvein practiceand,
when affordable, may lead to buggier software. In somecases
RRis simply notfeasible suchasfor systemsawith inherenttight
coupling(e.g.,real-timeclosed-loogfeedbackcontrolsystems).

Finally, thekey to wide adoptionof recursve restartabilityare
toolsthat canaid the software architectin decidingwhento use
aRR structureandhow to applythe RR guidelines.

5.2 Quantifying Availability and the Effects
of Recursive Restartability

A major contribution of the transactionconceptwas the emer
genceof a model, TP systems,that allowed different imple-
mentation®f datamanagemergystemgo bedirectly compared
(e.g.,usingTPChenchmark$18]). We areseekingananalogous
modelthat characterizespplicationspossessingrR properties,
andthatcansene in quantifyingavailability.

Availability benchmarkinghasbeenof interestonly for the
pastdecade[32, 5]. It is considerablymore difficult than per
formancebenchmarkingbecause faultmodelis requiredin ad-
dition to aworkload,andcertainaspectssuchassoftwareaging,
cannoteven be capturedreliably. Performancébenchmarkre-
sultsthatignoreavailability measurementsuchas“our system
obtained300,000tpmC”, aredishonest— a fastsystemthat is
hungor crasheds simply aninfinitely slowv system. The con-
verseholdsfor avalability benchmarkaswell, sowe seeka uni-
fied approactto themeasuremenif RR systems.

Given an applicationamenableto RR, a model, and a suit-
ablebenchmarkwe mustquantifytheimprovementin availabil-
ity andthe decreasén functionality (reducedprecision,wealer
consisteng, etc.) whenspecificRR rulesareapplied.We expect
that work suchas TACT [36] and Mitzenmachers modelsfor
usefulnes®f staleinformation[26] will provide a startingpoint
for quantitatve validationof RR.

Wewill identify applicationclasseshat,comparedo theircur-
rentimplementationsare more tolerantof our guidelines(e.qg.,
tradingprecisionfor availability). We will restructurethe appli-
cationsincrementally while maintainingtheir semanticdargely
intact. Availability will beevaluatedatdifferentstages(1) initial
application;(2) recursvely restartableversionof theapplication;
(3) RR versionusingour executioninfrastructure(describece-
low), with revival restarts;(4) RR versionusingthe execution
infrastructurewith bothrevival andrejuvenationrestarts.

5.3 RR Infrastructur e Support

Recursvely restartablesystemsrely on a genericexecutionin-
frastructure(El) whichis chagedwith instantiatingthe restarta-
bility tree mentionedin section2, monitoring eachindividual
componenfnd/orsubsystemandpromptingrestartsvhennec-
essary In existing restartablesystemsthe EI homologueis usu-
ally application-specifiandbuilt into the systemitself.

The executioninfrastructurerelies on a combinationof pe-
riodic application-specifigorobesand end-to-endchecks(such
as verifying the responseo a well-known query)to determine
whethera componenis makingprogressor not. In mostcases,
application-specifiprobesareimplementedoy the components
themselesvia callbacks Whenthe El detectsananomalyit ad-
visesthe faulty componenthatit shouldcleanup any pending
statebecausét is aboutto berestartedy its immediateancestor
in the restartabilitytree. An analogywould be UNIX daemons
that understandhe “kill -TERM; sleep 5; Kill -9”
idiom. If restartingdoesnot eliminatethe anomalyarestartata
higherlevel of thehierarchyis attemptedsimilar to thereturnup
arecursve call structure.

Note how the availability problemitself becomesrecursve:
we now needa highly availableinfrastructurethat caresfor the
RR system.Medusa[6], our El prototype,is functionally much
simplerthanmostapplicationsmakingit possibleto designand
implementit with care. Medusais built out of simple, highly
restartableseggmentsthat run on different hosts, use multicast
heartbeat$o keeptrack of eachotherandtheir activity, andself-
reinstantiateo replacedeadsegments.

6 Conclusion

In this papemwe tooktheview thattransienfailureswill continue
plaguingthe softwareinfrastructuresve dependn, andthusre-
bootsare hereto stay We proposedurning the rebootfrom a
demonicconceptinto a reliable partnerin the fight againstsys-
tem downtime, giventhatit is a time-testedgffective technique
for circumwentingHeisenhgs.

We definedrecursvely restartabléRR) systemsasbeingthose
systemghattoleratesuccessie restartsat multiple levels. Such
systemspossesa humberof valuablepropertiesthat by them-
selves improve availability. For instance,a RR systems fine
granularity permits partial restartsto be used as a form of
boundedhealing,reducingthe overall time-to-repair andhence
increasingavailability. Ontop of thesedesirabléntrinsic proper
ties,we canemploy anautomatedrecursve policy of component
revival/rejuvenationto furtherreducedowntime.

Building RR systemsin a systematicway requiresa frame-
work consistingof well-understoodiesignrules. A first attempt
at formulating sucha framework was presentechere, adwocat-
ing the paradigmof building applicationsasdistributedsystems,
evenif they arenotdistributedin nature.We setforth aresearch
agendaimedat validatingtheseproposalsandverifying thatre-



cursie restartabilitycan be an effective supplemento existing
high availability mechanisms.With recursve restartability we
hopeto adda usefulitem to every systemarchitects toolbox.
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